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Maintaining frequency is crucial for the security of power systems, while deep cyber—physical interactions
make frequency regulation susceptible to cyber-attack risks. False data injection (FDI) attacks, denial-of-service
(DoS) attacks, and latency attacks are typical types of cyber-attacks prevalent in power systems, each capable
of deteriorating system frequency through distinct mechanisms and posing serious security risks. However,
existing studies on frequency regulation lack security aspects that can comprehensively address all these
attack types. To fill this gap, this paper investigates a security strategy to safeguard power system frequency
regulation. First, considering all these attacks, the system frequency regulation system is modeled to reveal
the severity of cyber-security problems, specifically the failure to maintain frequency due to cyber-attacks.
Moreover, a cyber-resilient control (CRC) strategy is developed to counter FDI, DoS, and latency attacks
comprehensively. The CRC strategy involves a two-step process, including a safety surface and auxiliary
trajectory control. The safety surface serves as a defensive barrier against multiple cyber-attacks, while the
auxiliary trajectory control activates the safety surface’s defense capability, thereby ensuring the security of
system frequency. Furthermore, rigorous proofs are given based on Lyapunov theorem, demonstrating that
system stability can be guaranteed by the developed CRC strategy, even under multiple types of cyber-attacks.
Finally, test results confirm the efficacy of the CRC strategy. For instance, it prevents pre-existing frequency
oscillations and destabilization, and also reduces the maximum frequency deviation by approximately 96.61%
under multiple cyber-attacks. Therefore, the developed CRC strategy can comprehensively defend against FDI,
DoS, and latency cyber-attacks, significantly contributing to the power system security.

Frequency regulation

Multiple types of cyber-attacks
Resilient control

Lyapunov theorem

1. Introduction affected critical facilities, including a hospital and an airport, and also

resulted in the interruption of electricity supply to approximately 1.1

The frequency is an essential indicator for assessing the power
system performance [1]. Frequency deterioration can result in severe
damage and even lead to system collapse. For example, according to
the Federal Government, on September 14, 2023, at 00:41 a.m., in
Nigeria, the system frequency dropped to 48.41 Hz due to the line fire,
which eventually led to the system collapse of the grid [2]. Similarly,
on August 9, 2019, at 4:52 p.m., in the United Kingdom, the system
frequency dropped from an initial 50 Hz to 48.8 Hz due to a lightning
strike that caused the loss of two large generating units and amounts
of distributed generation [3]. This frequency deterioration triggered
the system operator’s under-frequency load-shedding scheme, which
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million customers [3]. Therefore, maintaining the system frequency at
the nominal frequency! is crucial for ensuring the safety and stability
of the power system [4].

The frequency regulation system is an integral component of the
power system, which intends to maintain the nominal value by ad-
justing power generation or consumption in response to frequency
deviations? [5]. To date, sorts of research have been conducted to deal
with the frequency regulation problem [6]. For example, to regulate the
frequency in microgrids, a self-triggered strategy is proposed to fully
utilize distributed renewable generators while maintaining low com-
munication and computation burdens, as well as preserving privacy [7].

1 Across the globe, the nominal frequency in most regions is typically either 50 Hz or 60 Hz. For example, 50 Hz in China and most of Europe, and 60 Hz in

North America.

2 The frequency deviation denotes the deviation between the actual frequency value and the nominal frequency value.
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Nomenclature
Abbreviation
CRC Cyber-resilient control
DoS Denial-of-service
FDI False data injection
FSF Full state feedback
Hz Hertz
IoT Internet of Things
MFD Maximum frequency deviation
MW Megawatt
RToF Recovery time of frequency
WAN Wide area network
Set
T The set of time during the frequency regulation process
Sy The set of time when the blocking attack signal remains inactive during the nth DoS attack period’s DoS-free part
Sy The set of time when the blocking attack signal is active during the nth DoS attack period’s DoS part
S, The set of time during the whole nth DoS attack period (S, =S, ;U S,,)
Parameter
(2] Safety surface matrix
1) Boundary of the control deviation caused by multiple hybrid cyber-attacks.
Dt Duration of the nth DoS-free interval
D,y , Duration of the nth DoS interval
D, Total length of the nth DoS attack period (D, = Do, + Dop ;)
N Nominal frequency value
Variable
€ Cyber-attack vector
x State variable vector of the state-space model
y Function of the designed safety surface
Upyis Control signal under multiple hybrid cyber-attacks
E Deviation of control signal due to multiple hybrid cyber-attacks
ghos Control deviation caused by DoS attacks
gl Control deviation caused by FDI attacks
fl];“]\t Control deviation caused by latency attacks
{ro Frequency oscillation under cyber-attacks
EMFD Maximum frequency deviation under cyber-attacks
CRToF Recover time of frequency under cyber-attacks
Af Deviation of system frequency
U Original control input for the frequency regulation
Uaux Auxiliary trajectory control signal
Uexe Actual execution control signal including the original control input, the multiple cyber-attacks, and the auxiliary trajectory
control input

Moreover, based on a distributed model, a novel load frequency control
method is proposed for the frequency regulation, which also considers
the finiteness of communication bandwidth [8]. Besides, a membership-
function-based frequency regulation scheme is given to compensate
for communication delays in distributed generators [9]. In addition to
these efforts from supply-side, there are also efforts from demand-side
to improve the frequency performance of power systems [10,11]. For
instance, a control strategy is proposed for thermostatic loads based
on daily demand profile to achieve frequency regulation of power
systems, while also considering customer comfort requirements [12]. A
confidence interval-based optimal strategy is given to manage electric
vehicle loads and simultaneously guarantee frequency stability [13]. A
model predictive control-based scheme is introduced to capitalize on
the inherent flexibility of buildings to offer frequency reserves for the

power system [14]. Furthermore, considering both distributed genera-
tors on supply-side and load resources on demand-side, a coordination
control scheme is designed to increase the regulation capacities and
thus maintain the frequency stability of microgrids [15]. Numerous
aspects, such as the communication resource constraints [16], diverse
flexible resources on the demand side [17,18], and supply—-demand
coordination [19,20], have been taken into account in the power sys-
tem frequency regulation field. Constructive progress has been realized
through these existing efforts.

However, a critical factor in the frequency regulation of modern
power systems, i.e., cyber-security, has not been adequately considered
and resolved in previous literature [21]. With the deep cyber—physical
coupling, the communication, computation, and control components
are integrated with physical entities to realize real-time monitoring
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Fig. 1. Multiple cyber-attacks leading to frequency problems of the power system.

and dynamic control [22,23]. For this reason, the frequency regula-
tion system of the modern power system has evolved into an open
system, making it susceptible to the potential risk of cyber-attacks [24].
Actually, cyber-security has emerged as an essential problem in the
frequency regulation field [25], as illustrated in Fig. 1. For example,
false data injection (FDI) attack is a typical threat that can degrade
the frequency performance of power systems [26]. Specifically, the FDI
attack tampers with control signals by introducing false data, result-
ing in inaccurate control within frequency regulation systems [27].
Due to this inaccurate control, frequency deviations and fluctuations
will occur, leading to serious damage to the power system that must
be addressed [28]. Therefore, considering the FDI attack is crucial
when investigating the cyber-security aspects of frequency regulation.
In addition, denial-of-service (DoS) attack is a typical cyber-attack
deserving of attention as well [29]. The DoS attack can interrupt
the transmission of data packets by overloading the communication
channel with blocking signals, which in turn leads to consequences such
as data packet dropout [30]. In frequency regulation systems, a DoS
attack can block control signals in communication channel, leading to
actuator failure to receive control signals and resulting in serious fre-
quency deviations, which threaten the security of power systems [31].
Furthermore, latency attack has also become a cyber threat for power
systems. Unlike the FDI and DoS attacks, the latency attack does not
involve tampering with or denying data packets. Instead, it alters the
dynamic characteristics of a control system by maliciously delaying
the data packet transmission [32]. To be specific, the latency attack
postpones the time for actuators to receive control signals, affecting
the characteristics of the frequency regulation system [33]. This implies
that actuators may respond oppositely to actual requirements, thereby
causing frequency oscillations and, in severe cases, leading to frequency
destabilization in power systems.

It is worth noting that FDI attack, DoS attack, and latency attack
each have distinct features, leading to varied adverse consequences on
frequency regulation systems, such as frequency oscillations, frequency
deviations, frequency destabilization, etc. [34]. Each of these adverse
consequences can further threaten the power system security and de-
serve further investigation. However, existing studies on frequency
regulation lack security aspects that can comprehensively consider all
these types of cyber-attacks. Therefore, developing a comprehensive
strategy to defend against various types of cyber-attacks, including FDI,
DoS, and latency attacks, is essential for ensuring frequency stability
and power system security.

To this end, this paper focuses on frequency regulation considering
the cyber-security problem described above. The major contributions
are fourfold:

» To comprehensively safeguard power system frequency regulation
against FDI, DoS, and latency attacks, a cyber-resilient control

(CRQ) strategy is developed, which involves a two-step process,
i.e., a safety surface and auxiliary trajectory control. This strat-
egy can directly counter cyber-attacks without relying on attack
detection or state estimation.

A safety surface is designed in the state space based on Lyapunov
equation and full state feedback (FSF) method. Once activated,
this surface can serve as a defensive barrier, comprehensively
countering multiple types of cyber-attacks. Moreover, the efficacy
of the safety surface is rigorously proved by using Lyapunov
theorem.

An auxiliary trajectory control is proposed to drive the system
state trajectory to the designed safety surface, thereby activating
the safety surface’s defense capability and comprehensively en-
suring frequency security of power systems. Similarly, a rigorous
proof is presented from a mathematical perspective, theoretically
demonstrating the efficacy of the auxiliary trajectory control.
The efficacy of the developed defense strategy is thoroughly vali-
dated from various perspectives, including different attack types,
multiple hybrid attacks, diverse attack locations, and different
system configurations, etc. Therefore, this work can help address
cyber-security problems well and provide valuable insights for
frequency regulation in power systems.

For the rest, the modeling of the frequency regulation system with
multiple types of cyber-attacks is presented in Section 2. In addition, a
CRC strategy is developed for system frequency security in Section 3.
Specifically, a safety surface and an auxiliary trajectory control are
given to comprehensively counter the negative consequences of multi-
ple cyber-attacks. Moreover, rigorous proof of stability is also provided
in this part. In Section 4, the efficacy of the developed CRC strategy
is validated by various case studies, and finally, the whole article is
concluded by Section 5.

2. Modeling of power system frequency regulation considering
multiple cyber-attacks

In this part, we first model the power system frequency regulation.
Moreover, the modeling of FDI attacks, DoS attacks, and Latency at-
tacks are given, respectively. Based on this, the cyber-security problem
of frequency regulation system is formulated considering multiple types
of cyber-attacks.

2.1. Modeling of frequency regulation system for power systems
The control block diagram of the frequency regulation system is

illustrated in Fig. 2. As observed, the power system’s frequency regula-
tion system comprises the control part, communication network, speed
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Fig. 2. Block diagram of frequency regulation system considering FDI attacks, DoS attacks, and latency attacks, comprehensively.

governor, steam turbine, and power system generator. Symbols U, 4X,,
AP, and Af denote the control input for the frequency regulation,
deviation of speed governor valve position, steam turbine output, and
system frequency, respectively. All of them are variable states of this
dynamic system [35,36]. Symbols u,,, and Ug. stand for the aux-
iliary trajectory control signal to be designed, as well as the actual
execution signal taking into account the original control input, the
multiple cyber-attacks, and the auxiliary control input, respectively.
Moreover, symbol AP, and AP, are the power perturbations to the
power system from supply-side renewable energies and demand-side
loads, respectively [37,38]. In addition, R, s, and K, represent the
speed drooping coefficient, Laplace operator, and integral control gain,
respectively. Symbols Tg,, and Ty, denote time constants of the speed
governor and the steam turbine, respectively. And symbols Kp and
H represent the equivalent damping coefficient and equivalent system
inertia coefficient, respectively.

The dynamics of the control block diagram in Fig. 2 can be formu-
lated as [39]:

X K

Af(t) = —ﬁAf(t) + %APt(t) + ﬁAPr(t) - ﬁAPL(t)’ (€8]
- 1 1

AP(t) = — AP(1) + AX, (1), 2
¢ Ttur ! 7"t‘.ll’ &

AXg(t) =— AX (1) + Tl u@), 3)

gov gov
. _ Ky 1 1
U= (m - K)Af(1) - mAPt(I) - mﬂpr(f) + mAPL(f)‘ “4)

The function of this dynamic frequency regulation system is to
eliminate the frequency deviations, which are inevitable in the power
system, possibly due to the customer’s dynamic behavior, the stochastic
nature of renewable energies, or other power perturbations. As de-
picted in the left part of Fig. 2, the controller is the main component
of the frequency regulation system. During the frequency regulation
process, the actual system frequency deviation serves as a feedback
signal transmitted to the controller. The controller then accumulates
these frequency deviations and combines the integral result with the
proportional feedback value to convert them into control signals. These
control signals are sent to the actuator to adjust the output power of
the steam turbine, thereby alleviating the system frequency deviation.
Even when the power system experiences power perturbations, the
controller can continuously adjust the system frequency to maintain
its stability [8]. In addition, as illustrated in Fig. 2, potential differ-
ent types of cyber-attacks, i.e., FDI attacks, DoS attacks, and latency
attacks, are comprehensively considered in the frequency regulation
to investigate the cyber-security of the system frequency. However,
it is worth noting that the original controller does not contribute
to the stability of the system against cyber-attacks. This is because,
unlike power disturbances, cyber-attacks can directly interfere with the

transmitted control signals from the original controller. As a result, the
actuator cannot execute the correct control signals to accurately adjust
the steam turbine’s output power, rendering the controller ineffective.
Therefore, the original controller in the frequency regulation system
cannot maintain the system frequency at its nominal value under
cyber-attacks, which requires further investigation.

2.2. Modeling of FDI attacks

The FDI attack is a crucial cyber-attack on power systems that can
deteriorate the system’s performance by injecting malicious data into
original data packets. As illustrated in Fig. 3, FDI attacks can lead
to inaccurate control in the frequency regulation system, since the
control signals are tampered with by the injected false data as they are
transmitted over the communication channel. Consequently, the fre-
quency performance of the power system may deteriorate significantly,
which is harmful to the stable operation of the power system. Hence,
it is essential to consider the potential FDI attacks when defending
the power system against cyber threats. When the control signal is
subjected to FDI attacks, the corrupted control signal will contain the
original frequency regulation control signal and malicious injected data
from the hackers. On this basis, the FDI attack can be modeled as
follows [27]:

Upp = U +x¢), (5)

where U denotes the original control signal of the frequency regulation
system; Upp, is the corrupted control signal under the FDI attack; and
is a binary variable where x = 1 and « = 0 represent the presence and
absence of FDI attacks, respectively; ¢ denotes the malicious injected
data of FDI attack.

Assumption 1. A boundary exists on the injected data of FDI attacks.

In practice, due to physical constraints, it is impossible to inject
unlimited data into the control signal of the frequency regulation
system. Hence, the injected data ¢ launched by the hacker has to be
constrained. To be specific, the amplitude of FDI attack injected data
has a boundary that can be expressed as follows:

gl < &, (6)

where ¢ > 0 represents the boundary of the FDI attack data.
2.3. Modeling of DoS attacks

The DoS attack is a typical cyber-attack that can make a commu-
nication channel unavailable by temporarily blocking signals. During
DoS attacks, the transmission of legitimate data packets is disrupted,
since the communication channel becomes overloaded due to blocking
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Fig. 4. Schematic diagram of blocking signals of DoS attacks.

signals. Hence, DoS attacks usually lead to consequences such as data
packet dropout.

In the frequency regulation system, the DoS attack can cause a
blockage of the communication channel that transmits control signals,
resulting in the actuator failing to receive control signals. Consequently,
serious frequency deviations can occur, threatening the safety of the
power system. Therefore, the DoS attack should be considered when
investigating the cyber-security of frequency regulation systems. The
blocking signal of a DoS attack can be modeled as follows [39]:

b([) _ O,I (S Sn,l = [tn’ t, + Doff,n)’
Lre Sn,Z = [tn + Doff,n’tn+1)’

7

where n € N is a period number of blocking signal of DoS attack; S,
represents a DoS-free interval where the blocking attack signal remains
inactive, allowing the control information transmission through the
communication channel; S,, denotes the nth DoS interval, during
which the blocking signal of DoS attack is active, resulting in failure to
transmit control information; 7, and 7, are the beginning and ending
moments of the nth DoS attack period; D, indicates the duration of
the nth DoS-free interval. To illustrate it clearly, a schematic of DoS
attacks is shown in Fig. 4. Symbol D, = Dy, + Doy, denotes the total
length of the nth DoS attack period; D,,, denotes the duration of the
nth DoS interval; and S, = S, ; US,,, is the set of time in the whole nth
DoS attack period. Moreover, the OFF/ON transition instants of DoS
attacks can be represented as follows:

- i = OFF,
=4 " ] (8)
t, + DOff,n’ i = ON.

Assumption 2. There is a limitation on the duration of each DoS and
each DoS-free interval.

That implies the duration of DoS interval D, , satisfying D{,‘ﬁr,‘l <

max min max
onn < Do, Vi € N, where Dy and Dy are the lower and upper

D,

boundaries of D, ,, respectively. Similarly, the duration of DoS-free
interval D, satisfying D(‘)’gﬁl < Dygry < Dg}?”;, Vn € N, where Domfiff:l
and Dg}?’; are the lower and upper boundaries of D ,, respectively.
From a practical perspective, the sleep duration of a DoS attack cannot
always last since a DoS attack will happen eventually. In addition, the
duration of a DoS attack cannot be sustained indefinitely due to energy

limitations. Therefore, the assumption is reasonable.
2.4. Modeling of latency attacks

The latency attack has emerged as a new cyber-security threat
with the widespread use of Internet of Things (IoT) and wireless wide
area network (WAN) technologies. Unlike FDI and DoS attacks, the
latency attack does not involve denying or tampering with data pack-
ets. Instead, it operates by delaying the transmission of data packets,
thereby altering the dynamic characteristics of a control system and
even affecting system stability. As illustrated in Fig. 5, a latency attack
can postpone the reception time of control signals by an actuator in
the frequency regulation system. This implies that the actuator may
respond in a contrary manner to the actual requirements. For example,
in an under-frequency case, the actuator may execute outdated and
erroneous control signals, leading to a further decrease in the system
frequency. In severe cases, the latency attack could even threaten the
frequency stability of the power system. Under a latency attack, there
will be a control error for the frequency regulation system:

Uere = ﬁLA -U, 9

where U,,, is the control error between the original control signal and
the actual executed control signal due to a latency attack; U = Ultyp) is
the original control signal transmitted by the controller, which can be
regarded as the real-time and effective control signal; #,, is the actual
uploading time of the control signal to the communication channel;
Uy =U (t) is the control signal executed by the actuator, which is
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affected by the latency attack; r,. is the uploading time of the control
signal that the actuator receives and executes, which can be represented
as follows:

Tre = fup ~ Hatency> (10)

where fj,ency 18 the latency time caused by the latency attack.

It is also worth noting that, in addition to cyber-attacks, various
other factors can also introduce latency, such as natural communication
delays. In this case, (10) can be represented as #,. = t,, — Efil Natency,i>
where fjency; T€presents the latency caused by factor i, with a total of
N factors. To address the latency caused by various factors, the strategy
proposed in this work takes the above equation into account.

2.5. Cyber-security problem statement considering multiple types of cyber-
attacks

Considering the multiple types of cyber-attacks comprehensively,
i.e., FDI, DoS, and latency attacks, the control signal executed by the
actuator of frequency regulation system is modified as follows:

Upus(1) = U + Z(0), an

where Z(r) is the deviation of control signal due to multiple hybrid
cyber-attacks, which can be further expressed as follows:

Z() = EDI0) + ED5 (1) + EA. (), (12)
where &iPl(r), de‘j’ts(t), and fl];f]‘t(t) are control deviation caused by FDI,

DoS, and latency attacks, respectively.

Assumption 3. There exists a boundary on the control deviation Z(r)
caused by these multiple hybrid cyber-attacks.

This is because the control deviation =(¢) consists of three parts,
i.e., (i) the FDI attack deviation fg‘?tl(t), (i) the DoS attack deviation

§dD‘f’tS(t), and (iii) the latency attack deviation 55";(1‘). The FDI attack

deviation fg‘[/)tl(t) depends on the injected data of the FDI attack, which
is inherently bounded, as previously mentioned in Assumption 1 in
Section 2.2. In addition, the control deviation caused by DoS attack
is equal to the difference between the original control signal and
zero, since the control signal is blocked. The latency attack deviation
denotes the difference between the actual executed control signal and
the original control signal. Meanwhile, combined with the fact that the
control signal is limited in any case due to the physical constraints, the
DoS attack deviation 5?&5(0 and the latency attack deviation éé‘é\t(t) are
also bounded in any case, respectively. Therefore, it is reasonable that
the total control deviation =(r) has a boundary, which can be presented
as follows:

IZOI <, 13)

where § > 0 represents the boundary of the control deviation caused
by multiple hybrid cyber-attacks.

Cyber-Security Problem Statement: Since the control deviation is as-
sociated with FDI, DoS, and latency attacks, the control signals of
frequency regulation are affected in a complex and unpredictable way.
This implies the system’s dynamic characteristic is altered, and the
frequency regulation objective, i.e., to maintain the nominal value,
cannot be achieved again. In severe cases, this can even cause frequency
destabilization. As a result, the system frequency cannot be guaranteed,
and the power system security is threatened. Therefore, multiple cyber-
attack types pose a critical challenge for the frequency regulation
system and must be addressed.

3. Developed cyber-resilient control strategy for power system
frequency regulation

To counter against these multiple types of cyber-attacks, a cyber-
resilient control (CRC) strategy is developed to safeguard the frequency
regulation system and maintain the power system’s frequency. This
section begins with an overview of the CRC strategy. The CRC strategy
is based on sliding mode control theory and, for ease of explanation,
comprises two essential parts, i.e., a safety surface and an auxiliary
trajectory control. Subsequently, the design of the safety surface and
the development of the auxiliary trajectory control are detailed. Fur-
thermore, rigorous proof is presented, demonstrating that the proposed
CRC strategy can effectively stabilize the system frequency, despite
multiple types of cyber-attacks.

3.1. Overview of developed cyber-resilient control strategy

The CRC strategy is a two-step process. The first step is to design
a safety surface, which can function as a defensive barrier to counter
against multiple types of cyber-attacks comprehensively once activated.
And the second step involves utilizing auxiliary trajectory control to
drive the system’s dynamic trajectory onto this surface, so as to activate
the safety surface’s defense capability. In this way, the frequency
regulation system can be defended against multiple types of cyber-
attacks. Therefore, slight deviations and rapid convergence in system
frequency can be achieved, and potential frequency oscillation and
destabilization caused by cyber-attacks can be avoided. Meanwhile,
under the CRC strategy, the control input for the frequency regulation
system is composite, which is co-formed by the superimposition of the
original control and the auxiliary trajectory control, as follows:

) (1) = U (1) + aux (1), 14

where u.(¢) is the resilient control signal at time ¢ taking into account
the original control signal U(s) and the auxiliary trajectory control
signal u,,,(t) to be designed. Moreover, the original control signal can
be incorporated into the state-space equation and regarded as a state
variable.

Furthermore, considering the multiple types of cyber-attacks and
the introduced auxiliary trajectory control, the dynamic characteristic
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described in (1)-(4) can be reformulated into a matrix form. In this

way, the state-space model is established as:

Xx(t) = Ax(t) + B(uyyx(t) + Z(t)) + D(AP,(t) — AP:(1)) (15)
= Ax(t) + Bug, (t) + D(AP4(t) — AP,(1)) + €(1), (16)

where x(t) = [Af(1) AP(t) AXy () U (t)]T is the state variable vec-

tor of the state-space model; the matrix A denotes the state-transition
matrix, as follows:

_Xp L
2H 25 ? 0
0 -7 T 0

A= u i IE a7)
0 0 - +
Tgov Tgov
Kp—2HRK, 1 0 0
2HR 2HR

1 T e
and B= |0 0 Toow 0] represents the control matrix, indicating

how the introduced auxiliary control regulates the frequency regulation
T
system; D = —ﬁ 0 0 ﬁ] denotes the influence matrix,
indicating how power perturbations influence the system; and ¢ =
1 = T o
[0 0 Tgov:(f) 0| is the cyber-attack vector describing the dy-
namic error caused by multiple types of cyber-attacks, e.g., FDI attacks,
DoS attacks, and latency attacks.
On this basis, our objective is to design a safety surface and develop
auxiliary trajectory control to guarantee the stability of this modeled
system considering multiple cyber-attacks.

3.2. Designing a safety surface to counter against multiple types of cyber-
attacks

This part presents the CRC strategy’s first step in detail. Specifically,
an effective and precise safety surface is constructed based on Lyapunov
theorem. This safety surface functions as a secure barrier, and when
the system trajectory is located on the safety surface, the negative con-
sequences (e.g., frequency oscillations and frequency destabilization)
caused by multiple types of cyber-attacks will be eliminated. In other
words, the safety surface is a pivotal defensive technique that can aid
the frequency regulation system in countering various cyber-attacks.

The safety surface can be designed as follows:

BTOx =0, 18)

where O is the safety surface matrix. This matrix @ must be positive
definite and to be designed. To obtain this positive definite matrix @,
the Lyapunov equation is introduced, as below:

ATO +04,=-0, 19

where Q can be an arbitrary matrix satisfying the symmetry and the
positive definiteness; and A represents a stable matrix that needs to
be determined.

In order to determine this stable matrix A, the full state feed-
back (FSF) method is introduced. Namely, if a system pair (A, B)
is considered controllable, the system can be controlled by the state
feedback:

u=-Kx+v, (20)

where u refers to the control input of this controllable system; K
denotes the feedback matrix; and v represents an introduced new inter-
mediate variable. On this basis, the FSF method can become applicable
for placing the closed-loop poles at predetermined locations in the s-
plane [40]. This placement of poles is advantageous since the pole
locations directly correlate with the eigenvalues of the system, and
these eigenvalues influence the system’s response characteristics [41].

Therefore, to obtain a stable matrix Ag, the eigenvalues can be set
to satisfy the following inequality:

Re(4,[A;=A - BK])<0,fori=1,2,....,n, 21)
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where 4;[-] denotes the ith eigenvalue; Re(4;) stands for the ith eigen-
value’s real part. Based on the specified eigenvalues satisfying (21),
the feedback matrix K can be determined, and the matrix A can be
guaranteed to be stable.

Combining the settled eigenvalues satisfying (21), the FSF method,
and the Lyapunov equation in (19) yields the desired safety surface
matrix @. Based on this, the function of the designed safety surface
can be expressed as follows:

y@®) = BTOx. 22)

Note that the safety surface function presented in (22) is a function
of the state variable vector x. Hence, the value of this safety surface
function varies with changes in the system state variables. When the
trajectory of the system state variables approaches the safety surface,
the defense capability of this surface is activated, and at this point, the
function in (22) can satisfy the following property:

y(@) =0. (23)

With the designed safety surface in (18), the following main out-
come can be derived for the frequency regulation system when sub-
jected to multiple types of cyber-attacks.

Theorem 1. As the system trajectory approaches the designed safety
surface in (18)—(21), i.e., y(t) = 0, the stability of the frequency regulation
system can be guaranteed, even under multiple types of cyber-attacks.

Proof. The main focus of our problem is on cyber-attacks, and tradi-
tional power perturbations can be left out of the analysis process. This
is because the frequency regulation system can inherently handle power
perturbations in the physical layer. However, in assessing the efficacy of
the safety surface, we have to consider multiple types of cyber-attacks.
Therefore, FDI attacks, DoS attacks, and latency attacks must be taken
into account in the analytical model.

Combining the FSF control in (20)-(21), the dynamics of frequency
regulation (16) under multiple types of cyber-attacks can be given as
follows:

%=Ax+Bv+BE. (24)
To prove its stability, a Lyapunov function candidate is provided
below:

V(x)=x'Ox. (25)

The derivative of Lyapunov function in (25) can be derived below:
V(x)= (A;x+ Bv+ BZ)" Ox +x"0 (A,x + Bv + BZ)
=xTATOx +xTOAx + (Bv+ BE) Ox +xTO (Bv + B2)
=-x"0x +2v"BTOx +2=TBTOx. (26)

Since the trajectory of the system state variables approaches the
safety surface, the property described in (23) is possessed,i.e., y(t) = 0.
On this basis, we obtain:

7@t = BTOx =0. 27
Combining (26) and (27), it can be further deduced that the deriva-
tive of the Lyapunov function satisfies the following inequality:
V(x)=-x"0x+2vTBTOx + 22TBTOx
=-xTQx+0+0

=—xTQx < 0. (28)

It can be seen from (28) that the derivative of the Lyapunov function
V(1) is always less than zero, which implies the function’s energy will be
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continuously decreasing from the energy’s perspective in the Lyapunov
Theorem [42]. Moreover, the analyzed Lyapunov function candidate
V(1) in (25) is always larger than or equal to zero, implying that the
Lyapunov function’s initial value is non-negative. Therefore, its energy
decreases over time, indicating that the value of V' (¢) will gradually
decrease from a non-negative number to converge to zero at last.

Furthermore, the variables of the function V (), i.e., the state vari-
able vector x(7) of the system, will similarly converge to zero along with
V (1), since the Lyapunov function V(¢) is a quadratic form. Therefore,
our designed safety surface can guarantee the system’s stability, despite
multiple types of cyber-attacks.

The proof is complete. [ ]

Remark. Theorem 1 demonstrates the designed safety surface is
effective. Upon activation, this safety surface ensures the stability of
the system’s state variables, including the system frequency deviation,
even in the presence of simultaneous FDI, DoS, and latency attacks.

3.3. Developing auxiliary trajectory control to activate safety surface’s
defense capability

In the previous section we designed a safety surface and proved its
efficacy to counter against multiple types of cyber-attacks. However,
it is necessary to drive the trajectory of system state variables to
approach the safety surface to activate the defense capability. There-
fore, in this section, we develop an auxiliary trajectory control to
activate the designed safety surface, protecting the power system from
cyber-attacks.

To develop the auxiliary trajectory control, the constant rate ap-
proaching law is employed as follows:

1) = —w - sgn (1)), (29)

where w denotes the approaching gain, which is a positive constant;
symbol sgn(-) represents the sign function, which can return the sign of
a real number, as follows:

—1, if y() < O,
sgn(y(1) =40, if y()=0, (30)
1, ify@) >0.

On this basis, the auxiliary trajectory control is developed as fol-
lows:
() = ~(BTOB)™" - - sgn (y(1))
— 6-sgn(y(t)) — (BTOB)' BT 0 Ax, 31)
where O is a positive definite matrix determined from the Lyapunov
equation in (19), § is a positive constant representing the boundary

of control deviations caused by multiple hybrid cyber-attacks. On this
basis, the following main outcome can be given.

Theorem 2. With the auxiliary trajectory control in (31), the trajectory of
system state variables x(t) can always approach the safety surface designed
in (18).

Remark. Theorem 2 implies the safety surface’s defense capability can
be activated by the developed auxiliary trajectory control.

Proof. According to (22), the derivative of the safety surface function
can be obtained as follows:

7(t) = BT0x = B"O[Ax + Bu + B=). (32)
Combining (31) and (32), this derivative can be further derived as
follows:

7(t) = BTOB[Z —sgn(y(1) - 6] — @ - sgn (v (1)), (33)
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Table 1

Parameters of frequency regulation system for power system.
Symbols Parameters Values Units
Tour Steam turbine time constant 0.35 s
Toov Speed governor time constant 0.2 s

Equivalent system inertia coefficient 12 -

Kp Equivalent damping coefficient 1.8 -
K, Integral control gain 21.8 -
R Speed drooping coefficient 0.05 -
Sy Generation capacity 800 MW
i Nominal frequency value 50 Hz

where the first part is positive definite since B is non-zero vector,
i.e., BTOB > 0.
Furthermore, based on (33), one has a inequality as below:

y@y @) <0. (34)

Based on the phase portrait analysis for this conclusion y(7)y(r) < 0,
it can be revealed that the safety surface function y(r) will always
converge to zero. This implies the trajectory of system state variables
can always approach the safety surface.

The proof is complete. [ |

Remark. Theorem 2 demonstrates that with the developed auxiliary
trajectory control in (31), the system trajectory can approach the
safety surface in (18). This implies the defense capability of the safety
surface can be activated successfully. In addition, Theorem 1 shows
that when the defense capability is activated, system frequency stability
can be ensured, despite the presence of multiple types of cyber-attacks.
Therefore, by employing the developed CRC strategy consisting of the
designed safety surface and the proposed auxiliary trajectory control,
the system frequency stability can be comprehensively guaranteed
against multiple types of cyber-attacks.

In addition, it is noteworthy that, unlike existing detection-based
methods, our control-based method does not rely on attack detection
or state estimation, thus avoiding the requirements for historical data
and additional detection monitors [43,44]. Therefore, our method can
be simpler, more efficient, and more practical to implement.

4. Case study and verification
4.1. System setup

The efficacy of the developed CRC strategy against multiple types
of cyber-attacks is verified using a frequency regulation system of
the power system shown in Fig. 2. The parameter settings for the
test system are detailed in Table 1 [5,39]. The control objective is
to regulate the power system frequency to the nominal frequency,
i.e., 50 Hz.

Various types of cyber-attacks, namely, FDI attack, DoS attack,
and latency attack are taken into account for the verification process.
FDI attacks can be further categorized into the FDI with static attack
pattern and the FDI with dynamic attack pattern [45]. Among them,
the static FDI attack has the advantage of the injected data requiring
no further modification. This feature makes static FDI attack an easily
executable method. Moreover, the dynamic FDI attack requires more
resources to modify the injected data in real time, posing challenges
for attackers to implement. At the same time, the dynamic attack also
presents more challenges for detection, tracking, and defense [46].
Therefore, both static and dynamic types of FDI attack deserve careful
consideration. Moreover, combining the aforementioned DoS attack
and latency attack, while taking into account diverse attack locations,
sensitivity analyses, and different system configurations, the developed
CRC strategy is validated in the following 8 distinct scenarios, as
detailed below:
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[S-1]: Frequency regulation performance under FDI attacks with
static attack pattern;

[S-2]: Frequency regulation performance under FDI attacks with
dynamic attack pattern;

[S-3] Frequency regulation performance under DoS attacks;

[S-4] Frequency regulation performance under different levels of
latency attacks;

[S-5] Frequency regulation performance under multiple hybrid
cyber-attacks simultaneously.

[S-6] Comparative case considering cyber-attacks targeting different
locations;

[S-7] Sensitive analysis to varying attack levels;

[S-8] Comparative case with different system configurations.

It is noteworthy that the concept of power system frequency re-
silience refers to the ability of the power system to maintain frequency
stability while responding to various types of cyber-attacks or other
external interference. In cases involving cyber-attacks, malicious activ-
ities can lead to significant frequency fluctuations or even frequency
oscillations, posing a threat to the stability of the power system. There-
fore, quantifying system frequency resilience is crucial to ensure that
the power system can effectively withstand various cyber-attacks and
maintain stable operation. To this end, we employ three key indicators
to quantify system frequency resilience under cyber-attacks, which
are the recover time of frequency (RToF), the maximum frequency
deviation (MFD), and the frequency oscillation (FO), as follows:

» RToF under cyber-attacks, denoted as {pyop, stands for the du-
ration from the occurrence of a cyber-attack to the comple-
tion of the frequency recovery. On this basis, the RToF under
cyber-attacks can be represented by the following equation:

CRToF = frec — fons» (35)

where 7, represents the time of onset of the cyber-attack, and
tec Tepresents the time of frequency recovery. A shorter RToF
indicates stronger resilience to external interference and faster
recovery, thereby contributing to the power system’s frequency
stability.

MFD under cyber-attacks, denoted as {yp, stands for the maxi-
mum deviation of the power system frequency from the nominal
frequency value (e.g., 50 Hz). It serves as an essential indicator
to quantify system frequency resilience. The MFD indicator {yp
can be represented as below:

Cmpp = max[Af(O] - fy, VIET, (36)

where the function max[-] represents the operation of obtaining
the maximum value; and 7 denotes the set of time during the
frequency regulation process. In general, a smaller MFD indicates
a faster recovery to the nominal frequency after a cyber-attack.
FO under cyber-attacks, denoted as {;q, refers to the repetitive or
periodic fluctuations of the system frequency around the nominal
frequency, typically without significant decay over time. The FO
indicator (g is a binary variable where {zg = 1 (Yes) and (g =
0 (No) represent the presence and absence of FO phenomenon,
respectively. FO serves as a critical indicator for determining
the frequency resilience of the power system. The absence of
oscillations signifies better stability, while significant frequency
oscillations indicate severe instability, potentially damaging to
the power system.

4.2. Frequency regulation performance under FDI attacks with static attack
pattern

In this first scenario, the hacker launches FDI attacks with the static
attack pattern to disrupt the control process of power system frequency
regulation. To be specific, the value of injected false data is set at —0.2,
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which is a constant value and is injected continuously, as depicted
below:

B(t) = —=0.2. 37)

Without loss of generality, both over-frequency and under-frequency
cases are considered in this scenario. The system frequency perfor-
mance is illustrated in Fig. 6.

According to Fig. 6, we can observe that under the influence of static
FDI attack, severe frequency deviation occurs during the frequency
regulation process, and a long time of accommodation is required
to complete the frequency recovery. However, using the developed
CRC strategy, the power system frequency performance is significantly
improved, achieving rapid frequency recovery and slight frequency
deviation.

To be specific, due to the influence of static FDI attack, the MFD
deteriorates to about 0.32599 Hz and 0.40734 Hz in the over-frequency
case in Fig. 6(a) and under-frequency case in Fig. 6(b), respectively.
However, with the CRC strategy, the values of this evaluating indicator
can be reduced to about 0.00777 Hz and 0.01551 Hz, respectively.
In other words, the MFD of the power system (a negative indicator,
lower is better) is reduced by about 97.62% and 96.19% in the over-
frequency case and under-frequency case, respectively, which means
the developed CRC strategy dramatically improves this MFD indicator.

In addition, affected by the static FDI attack, the RToF gets worse
to about 20.3835 s and 20.7597 s in the over-frequency and under-
frequency cases, respectively. However, with the CRC strategy, the
RToF indicator can achieve only about 2.0891 s and 5.2828 s, which
saves nearly 89.75% and 74.55% of the time, respectively. This implies
that compared to the original, the system frequency can be recovered
quickly.

The results of this scenario show that the CRC strategy performs
well under static FDI attacks, which not only achieves rapid frequency
recovery effectively, but also reduces the frequency deviation signifi-
cantly during the frequency regulation process. Therefore, the devel-
oped CRC strategy contributes to the power system’s security when
facing static FDI attacks.

4.3. Frequency regulation performance under FDI attacks with dynamic
attack pattern

In the second scenario, it is assumed that the hacker launches FDI
attacks with dynamic attack pattern to disrupt the control process of
power system frequency regulation. The value of injected false data
changes over time and can be expressed below:

o(t) = —0.2 - sin(2x - ). (38)

Likewise, both over-frequency and under-frequency cases are con-
sidered in this scenario. Under dynamic FDI attacks, the power system
frequency test results are illustrated in Fig. 7.

From Fig. 7, it can be seen that the power system frequency fluc-
tuates drastically and fails to converge to the nominal frequency due
to the dynamic FDI attack. This is reasonable since the control signal
of the frequency regulation system varies with the dynamic attack
data. However, under the protection of the developed CRC strategy,
the impact of the dynamic FDI attack is negligible, with the system
frequency recovering rapidly and the original frequency fluctuations
being eliminated effectively.

Taking the over-frequency case as an example, from the enlarged
view in Fig. 7(a), it can be seen that the MFD deteriorates to about
0.02795 Hz due to the dynamic FDI attack. However, the value of this
indicator can be decreased to about 0.00776 Hz with the help of the
CRC strategy, which is a remarkable reduction of 72.24%. Moreover,
as can be seen from the enlarged view in Fig. 7(b), the frequency
is even regulated in the opposite direction at the beginning in the
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Fig. 6. Power system frequency performance under FDI attacks with a static attack pattern: (a) over-frequency case; (b) under-frequency case.
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Fig. 7. Power system frequency performance under FDI attacks with a dynamic attack pattern: (a) over-frequency case; (b) under-frequency case.

under-frequency case. The CRC strategy can also avoid such undesirable
impacts as well.

In addition, affected by the dynamic FDI attack, the system fre-
quency continuously fluctuates and cannot be recovered to the nominal
frequency. However, after adopting the CRC strategy, the original
system frequency fluctuation is eliminated, and the RToF can achieve
only about 2.0906 s. This implies the CRC strategy contributes to
a qualitative change in a positive direction from the perspective of
frequency recovery.

It is worth noting that the static FDI attack in case [S-1] and the
dynamic FDI attack in case [S-2] share the same amplitude. In the
static FDI attack, the injected false data remains constant throughout.
However, in the dynamic FDI attack, the injected data only reaches
this constant value at peak moments. During other periods, when the
dynamic function is not at its peak, the injected data is lower than
this constant value. Therefore, while the injected data during the peak
of the dynamic FDI attack matches that of the static FDI attack, it is
generally smaller at most other times. This explains why, despite having
the same amplitude, the frequency deviation caused by the dynamic
FDI attack is smaller compared to the static FDI attack.

Regardless, in this scenario, the results demonstrate that the de-
veloped CRC strategy remains highly effective against dynamic FDI
attack. It successfully reduces the MDF during the frequency regulation
process and facilitates the rapid convergence of the initially fluctuating
frequency. Therefore, this strategy proves to be advantageous for power
systems in mitigating the impact of dynamic FDI attacks.

10

4.4. Frequency regulation performance under DoS attacks

In the third scenario, DoS attacks are launched by the hacker to
interrupt the control process of power system frequency regulation.
Specifically, the blocking signal intervals of DoS attacks are 0 s to 3 s,
and 17 s to 20 s. During these intervals, the transmission of legitimate
data packets is interrupted due to blocking signal overload. Likewise,
both over-frequency and under-frequency cases are considered in this
DoS attack scenario. The frequency performance under the DoS attacks
is illustrated in Fig. 8. To improve the readability of the test results,
gray shading is used to represent the duration of the DoS attacks.

As shown in Fig. 8(a) and (b), whether it is the over-frequency
case or the under-frequency case, during the first stage (0 s-3 s), the
normal regulation cannot be implemented due to the blocking signals
of DoS attack, and the initial frequency deviation can only be slowly
degraded by the inertia of the power system. For the second stage
(3 s-17 s), frequency regulation resumed, and the system frequency
gradually converged to the nominal frequency. During this stage, the
MEFD occurs during the whole frequency regulation process, exemplified
by the over-frequency case, i.e., about 0.17667 Hz. For the third stage
(17-20 s), the second blocking signal of the DoS attack arrives, again
interrupting the frequency regulation process, as seen in the enlarged
view of Fig. 8(b). Finally, for the fourth stage (20 s-30 s), the blocking
signal of the DoS attack ends, and normal frequency regulation resumes
again. It is noteworthy that, observing the enlarged view of Fig. 8(a),
the frequency deviation value of the first positive wave peak in the
fourth stage reaches about 0.04293 Hz. In contrast, this value of the
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Fig. 8. Power system frequency performance under DoS attacks (blocking signal intervals of DoS attacks: 0 s-3 s and 17 s-20 s): (a) over-frequency case; (b) under-frequency

case.

second positive wave peak in the second stage of 3-17 s has recovered
to only about 0.03518 Hz. This indicates that a DoS attack not only
blocks the frequency regulation process, but also worsens the system
frequency performance. Even if the normal frequency regulation pro-
cess is resumed after the end of the DoS attack, the frequency deviation
will be worse than before the DoS attack. Therefore, a DoS attack is a
serious cyber-attack with disruptive and damaging characteristics.

However, with the implementation of our CRC strategy, the adverse
impact of DoS attacks on the frequency performance is significantly
mitigated. Specifically, our CRC strategy can reduce the MFD from the
original 0.17667 Hz to about 0.00776 Hz. Note that MFD is a negative
indicator, with lower being better, and it is reduced by 95.61%, which
means the MFD indicator is improved dramatically. In addition, due
to multi-stage DoS attacks, the system frequency is difficult to recover
to the nominal frequency. However, with our CRC strategy, the system
frequency can stabilize at the nominal frequency with the RToF of only
approximately 2.0904 s. This signifies a qualitative improvement in
terms of frequency recovery.

Therefore, the developed CRC strategy can also effectively address
DoS attacks, reducing frequency deviations and assisting in the rapid
and accurate system frequency convergence.

4.5. Frequency regulation performance under different levels of latency
attacks

In the fourth scenario, different latency attacks are launched by
hackers in the frequency regulation process to validate that our pro-
posed CRC method can be equally effective with different levels of
attacks. Four different levels of latency attacks are implemented to
verify the efficacy of the CRC strategy, introducing time latency of
50 ms, 100 ms, 200 ms, and 300 ms, respectively. The test results under
these latency attacks are depicted in Fig. 9.

It can be observed from Fig. 9 that the frequency performance is
degraded under different levels of latency attack, as manifested by the
large MFD and the long CToF. In addition, frequency oscillations and
even frequency destabilization occur when the degree of latency attack
is serious. However, with our CRC strategy, all these adverse effects are
well countered and eliminated, and the system frequency performance
improves dramatically, converging rapidly with very slight frequency
deviations.

Specifically, as shown in the enlarged views in Fig. 9(a), (b), and
(c), the MFD reaches about 0.05177 Hz, 0.05714 Hz, and 0.06936 Hz
due to 50 ms, 100 ms, and 200 ms latency attacks, respectively. In
addition, the CToF in the first and second cases are about 13.0477 s
and 18.5591 s, respectively. Moreover, the third case exhibits frequency
oscillations and fails to converge during the test. The fourth case is the
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most critical one, the frequency destabilization of the power system
occurs, and the frequency deviation continues to increase due to the
300 ms latency attack. This implies the power system is damaged at a
severe level. Therefore, latency attacks are undoubtedly destructive to
the power system frequency and deserve focused attention.

However, any degree of latency attack can be well defended against
when adopting our CRC strategy. For example, the MFD can be reduced
to only about 0.00776 Hz in these cases, and in case 3, for instance,
this MFD indicator is improved by 88.81%. Moreover, the frequency
oscillations and the frequency destabilization in cases 3 and 4 can be
well addressed, and the frequency can rapidly converge to the nominal
frequency with the CToF of only about 2.0903 s. This indicates a
qualitative improvement from the point of view of frequency recovery.

Therefore, the developed CRC strategy can effectively counter dif-
ferent levels of latency attacks. It can help the original destabilized
system frequency converge rapidly and accurately, even during com-
munication latency or malicious latency attack scenarios.

4.6. Frequency regulation performance under multiple hybrid cyber-attacks
simultaneously

In order to validate the efficacy of the CRC strategy in a complicated
situation with multiple hybrid cyber-attacks. This scenario considers
FDI, DoS, and latency attacks simultaneously. The FDI attack employs
a dynamic false data signal that is more difficult to detect and defend;
the DoS attack employs a multi-stage blocking signal, which is launched
during 0 s-3 s and 17 s-20 s, respectively; and the latency attack
employs a 200 ms time latency. The test results under these multiple
hybrid attacks are shown in Fig. 10.

From Fig. 10, it can be observed that the hybrid attack heavily
deteriorates the frequency performance of the power system, including
large frequency deviations, trouble in convergence, frequency fluctua-
tions, and frequency oscillations. However, these adverse impacts are
suppressed, and the frequency performance is significantly improved
by employing our developed CRC strategy.

Specifically, frequency oscillations exist under the multiple hybrid
attacks that cause four wave peaks throughout the whole test. This is
reasonable since the latency attack creates this characteristic. More-
over, power fluctuations and frequency oscillations exist, which make
frequency performance even worse and further enhance the destructive
capability of cyber-attacks. In addition, the progress of the system
frequency regulation is interrupted when the blocking signals of the
DoS attack are launched (0 s-3 s and 17 s-20 s). As seen in the enlarged
view in Fig. 10, the DoS attack also deteriorates the system frequency
performance besides interrupting the regulation process. For example,
the original MFD has initially recovered to approximately 0.16064 Hz
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Fig. 9. Power system frequency performance under different levels of latency attacks: (a) under 50 ms latency attack; (b) under 100 ms latency attack; (c) under 200 ms latency

attack; (d) under 300 ms latency attack.
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Fig. 10. Power system frequency performance under multiple hybrid cyber-attacks, simultaneously including dynamic FDI attack, DoS attack (blocking signal intervals: 0 s-3 s,

17 s-20 s) and 200 ms latency attack.

(the first enlarged view), but deteriorates to around 0.17185 Hz again
after a DoS attack (the second enlarged view). In summary, the test
results demonstrate that different types of cyber-attacks can all cause
undesirable consequences on the system frequency. This means the
damage to system frequency from multiple hybrid attacks is multidi-
mensional, and the adverse consequences of each dimension deserve
attention and resolution.

However, using the CRC strategy, the MFD can be reduced from the
original 0.2293 Hz to about 0.00777 Hz, an improvement of 96.61%.
And the original frequency oscillations are improved to converge with
the CToF of only about 2.0904 s. With the help of our strategy, all these
adverse characteristics mentioned above are eliminated, and the system
frequency is rapidly and accurately recovered to the nominal frequency,
despite multiple hybrid attacks. This suggests that the developed CRC
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strategy can counter against FDI attacks, DoS attacks, and latency
attacks comprehensively, and guarantee the power system security even
in tough cyber environments.

4.7. Comparative case considering cyber-attacks targeting different loca-
tions

This section explores the effectiveness of the CRC method against
cyber-attacks targeting different locations through comparative case
studies. In these cases, hackers launch a 250 ms latency attack on
both the controller and the sensor, targeting different locations. The
frequency performance can be illustrated in Fig. 11.

As depicted in Fig. 11(a), a cyber-attack targeting the controller can
result in the MFD of 0.07617 Hz. Moreover, this attack can trigger
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Fig. 11. Comparative cases of power system frequency performance under cyber-attacks in different locations: (a) case of cyber-attack on controller, the frequency oscillation
can be eliminated and the attack can be countered; (b) case of cyber-attack on sensor, i.e., another position, the frequency deviation can be mitigated and the recovery time of

frequency is shortened significantly.

frequency oscillations, posing a severe threat to the power system’s
stable operation. However, benefiting from our CRC method, even in
the event of an attack on the controller, the MFD is reduced to only
0.00776 Hz, representing an approximately 89.81% reduction. Addi-
tionally, frequency oscillations in the power system can be effectively
countered.

Furthermore, the frequency performance under the cyber-attack on
the sensor (i.e., a different location) can be observed in Fig. 11(b). It
is evident that when the sensor is targeted by the cyber-attack, the
power system frequency undergoes drastic fluctuations, with the MFD
reaching 0.06757 Hz. Moreover, it is challenging for the frequency
to recover to its nominal value and the frequency always exhibits
deviations. However, benefiting from the CRC method, even under the
attack on the sensor (i.e., a different location), the MFD is reduced
to only about 0.01434 Hz, representing a reduction of about 78.78%
compared to before. In addition, the RToF is significantly shortened.
Specifically, it takes only about 4.6608 s for the frequency deviation to
recover to within 0.01 Hz. This indicates that the proposed CRC method
can enhance power system frequency performance even in the presence
of cyber-attacks targeting different locations.

4.8. Sensitive analysis to varying attack levels

Sensitivity analysis involves determining how variations in the out-
put of a model can be attributed to different variations in its input
parameters. It helps identify the model’s robustness to changes in
these parameters. In this part, we consider varying levels of latency
attacks with latency times of 50 ms, 100 ms, 200 ms, and 300 ms to
a specific system configuration, so as to analyze the sensitivity of the
power system frequency to the latency time caused by cyber-attacks, as
illustrated in Fig. 12.

From Fig. 12, it can be observed that as the latency time increases,
the amplitude of frequency deviation becomes larger, and the time
required to recover to the nominated frequency also increases. When
the attack latency time reaches 300 ms, frequency oscillations and
frequency destabilization even occur. The greater the latency time
caused by cyber-attacks, the worse the frequency performance of the
power system. Furthermore, for a more intuitive understanding, de-
tailed indicators can be found in Table 2.

From the data in Table 2, it is evident that as the latency time
caused by cyber-attacks increases, the frequency performance of the
power system deteriorates, such as larger MFD and RToF, and even the
FO beginning to occur. This implies that the frequency performance is
highly sensitive to the latency time caused by cyber-attacks. However,
with our CRC method, even under these varying levels of latency
attacks with latency times of 50 ms, 100 ms, 200 ms, and 300 ms, the
MFD consistently remains around 0.00776 Hz and the RToF around
2.0903 s. This implies that, with the help of our CRC method, the
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Fig. 12. Sensitivity analysis of the system frequency to the latency time caused by
cyber-attacks.

Table 2
Typical indicators for power system frequency considering varying levels of latency
attacks.

Scenarios Typical indicators

MFD (Hz) FO (Y/N) RTOF (s)
Under 50 ms latency attack 0.05177 No 13.0477
Under 100 ms latency attack 0.05714 No 18.5591
Under 200 ms latency attack 0.06936 No NA
Under 300 ms latency attack NA Yes NA
With CRC method under these attack 0.00776 No 2.0903

Note: NA denotes not applicable.

system frequency is significantly improved and becomes less sensitive
to the latency time caused by cyber-attacks. Therefore, the system’s
robustness against cyber-attacks can be significantly enhanced by our
developed CRC method.

4.9. Comparative case with different system configurations

To validate that our developed CRC method is equally effective for
real-time applications with different configurations, we conduct com-
parative studies on two different system configurations. The detailed
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Fig. 13. Comparative cases of power system frequency performance under cyber-attacks with different system configurations: (a) case with the first system configuration described
in Table 1, the frequency fluctuations can be eliminated and the adverse attack impact can be countered; (b) case with the second system configuration described in Table 3, the
frequency fluctuations can also be eliminated and the adverse attack impact can also be countered.

Table 3
Parameters of Frequency Regulation System for Another Configuration.
Symbols Parameters Values Units
Trur Steam turbine time constant 0.3 s
Toov Speed governor time constant 0.1 s
H Equivalent system inertia coefficient 10 -
Kp Equivalent damping coefficient 1.0 -
K, Integral control gain 21.0 -
R Speed drooping coefficient 0.05 -

parameters for the first system configuration and the second system
configuration are shown in Table 1 and Table 3, respectively [5], [39].
In the comparative cases, the same latency attack and dynamic FDI
attack are launched simultaneously, but different system configurations
are considered. The frequency performance can be illustrated in Fig. 13
below.

Fig. 13(a) illustrates the frequency performance under the first
system configuration described in Table 1. As shown in Fig. 13(a), the
system experiences serious and sustained frequency fluctuations when
subjected to cyber-attacks, failing to recover to the nominal frequency.
However, employing our proposed CRC method can eliminate these
frequency fluctuations and restore the system frequency to the nominal
frequency rapidly, despite cyber-attacks.

Fig. 13(b) depicts the frequency performance under the second
system configuration described in Table 3. As shown in Fig. 13(b),
the system also experiences sustained frequency fluctuations when
subjected to cyber-attacks, failing to recover to the nominal frequency.
Moreover, due to the change in system configuration, the impact of
cyber-attacks is even more severe in this case. It is worth noting that,
as indicated by the green curve in Fig. 13(b), the proposed CRC method
can still eliminate the frequency fluctuations and rapidly restore and
stabilize the system frequency at the nominal frequency, even in the
presence of cyber-attacks, across different system configurations.

Therefore, this comparative case demonstrates that the proposed
CRC method is always effective even with different system configura-
tions.

5. Conclusion

It is a critical concern in power systems to safeguard the cyber-
security of the frequency regulation in tough cyber environments. In
this paper, FDI, DoS, and latency attacks are all involved, in which FDI
attacks aim at tampering with data packets, DoS attacks aim at blocking
the communication channel, and latency attacks aim at postponing
the transmission of data packets in the frequency regulation system.
All these types of cyber-attacks can threaten the frequency security of
power systems. To guarantee the security of power systems, the CRC
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strategy is developed to counter against static FDI attacks, dynamic
FDI attacks, multi-stage DoS attacks, and different levels of latency
attacks comprehensively. First, a safety surface is designed to function
as a secure barrier. Once the system trajectory is located on the safety
surface, the adverse impacts of multiple types of cyber-attacks can be
countered. Moreover, an auxiliary trajectory control is proposed to
drive the system trajectory to approach the safety surface, so as to
activate the designed safety surface’s defense capability. Furthermore,
rigorous proofs theoretically confirm that stability can be guaranteed
by the developed CRC strategy, despite multiple types of cyber-attacks.

The test results demonstrate that benefiting from the developed CRC
strategy, the frequency performance can be significantly improved even
under the tough situation of multiple hybrid cyber-attacks. For exam-
ple, adopting the developed CRC strategy can reduce the MFD (negative
indicator) by about 96.61%, which is a remarkable improvement. In
addition, in serious cyber-attack situations, frequency oscillations and
frequency destabilization can occur, resulting in the failure of the
system frequency to converge to the nominal frequency. However,
utilizing our proposed strategy, the system frequency can still realize
convergence in only about 2.0904 s, even under multiple hybrid cyber-
attacks simultaneously. Therefore, the efficacy of the proposed CRC
strategy is validated, which can defend against multiple types of cyber-
attacks at the same time, thus making an essential contribution to
power system security.
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